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➢Classification is the act or process by which information is

determined to require protection against unauthorized disclosure

and is marked to indicate its classified status. Safeguarding refers

to using prescribed measures and controls to protect classified

information.

➢Classification



Information System Security 

Classification

• Classified information does not only come in the form of paper

documents; it comes in electronic and verbal forms too, and

regardless of what form it is in, it must be appropriately protected.

• Effective execution of a robust information security program gives

equal priority to protecting information



Information System 

Security Classification

➢Physical security

➢Personal security

➢Operation Security



Physical security

• is the protection of personnel, hardware, software, networks and data

from physical actions and events that could cause serious loss or

damage to an enterprise, agency or institution. This includes

protection from fire, flood, natural disasters, burglary, theft,

vandalism and terrorism.

• is often overlooked -- and its importance underestimated -- in favor of

more technical threats such as hacking, malware, and cyber

espionage.



Personal security

• Protecting your personal information can help reduce your risk of 
identity theft. 

• There are four main ways to do it:

➢ know who you share information with

➢store and dispose of your personal information securely

➢ask questions before deciding to share your personal 
information 

➢maintain appropriate security on your computers and other 
electronic devices.



Personal security

• Keeping Your Personal Information Secure Offline

• Keeping Your Personal Information Secure Online

• Securing Your Social Security Number

• Keeping Your Devices Secure



Operation Security

• is a process that identifies critical information , determines if

information obtained by adversaries could be interpreted to be useful

to them, and then executes selected measures that eliminate or reduce

adversary.



Operation Security

• is concerned with protecting individual pieces of data that can be

aggregated to form a bigger picture.

• is generally concerned with protecting against non-sensitive data

being aggregated together, it often still uses technical

countermeasures that are used to protect sensitive data.



Firewall

ما هو الجدار الناري؟

هو الحاجز الذي يفصل الحاسوب أو أي جهاز آخر عن الاتصال وإرسال الجدار الناري

ر واستقبال البيانات فيسمح لبرامج معينة بنقل واستقبال البيانات ويقوم بضرب حض

أمني عن أي أشياء أخرى مشكوك في أمرها

http://3.bp.blogspot.com/-c2XPka3WUP4/VGD9Q1aG11I/AAAAAAAAB_0/teMVX5MQJvw/s1600/%D9%85%D8%A7%D9%87%D9%88+%D8%A7%D9%84%D8%AC%D8%AF%D8%A7%D8%B1+%D8%A7%D9%84%D9%86%D8%A7%D8%B1%D9%8A+%D9%88%D9%85%D8%A7+%D9%87%D9%88+%D8%A7%D9%84%D9%81%D8%B1%D9%82+%D8%A8%D9%8A%D9%86%D9%87+%D9%88%D8%A8%D9%8A%D9%86+%D8%A8%D8%B1%D9%86%D8%A7%D9%85%D8%AC+%D8%A7%D9%84%D8%AD%D9%85%D8%A7%D9%8A%D8%A9+%D9%88%D9%85%D8%A7%D9%87%D9%88+%D8%A3%D9%81%D8%B6%D9%84+%D8%AC%D8%AF%D8%A7%D8%B1+%D9%86%D8%A7%D8%B1%D9%8A+FIERWALL.PNG


على الاجهزةالجدار الناريكيفية تفعيل 



ةعلى الاجهزالجدار الناريكيفية تفعيل 



Firewall

➢ .



Firewall



Firewall



• Homework

Why it’s better to classify your data?

Next lecture
Type of Attacks



شكرا لاصغاءكم


